HNugopManonHas naMATKA 1151 HeCOBEPILIEHHOJIETHUX 110 BOIIPOCaM
Kn0epOe30nacHOCTH

B ceTd «AHTepHeD

KomnboTepHbie BUPYChI

KoMIploTepHBIli  BUPYC - 3TO  Pa3HOBUIHOCTb  KOMIIBIOTEPHBIX  IIPOTPAMM,
OTIMYUTENILHOM  OCOOEHHOCTBIO KOTOPOH  SIBISIETCSI  CHOCOOHOCTh K Pa3MHOMKCHHUIO
(konupoBaHHo0). B nomonHeHne K 3TOMY, BHPYChl MOTYT MOBPEIUTh WM IOJHOCTBIO
YHUYTOXXUTH Bce (Dailibl U JaHHBIC, MOAKOHTPOJIBHBIE MOJIB30BATEN0, OT UMEHU KOTOPOTO
Obula 3amylleHa 3apaxkE€HHas NporpaMma, a TakXKe [OBPEIUTh WM JaKe YHHUYTOXHUTh
OIlEPAllMOHHYI0 CHCTEMY CO BceMHu (ailamu B nenoM. B OosblIMHCTBE ciydaeB
pacpoCTPaHAIOTCS BUPYChI YEPE3 UHTEPHET.

Metoabl 32a1IUTHI OT BPEAOHOCHBIX IPOrPaMM:

1. Hcnonb3yil COBpEMEHHbBIE OIEPALMOHHBIE CHCTEMbI, HMEIOIIUE CEPbE3HBIN
YPOBEHB 3alIUThl OT BPEIOHOCHBIX IPOrpPaMM;

2. IlocrosiHHO ycTaHaBiauBail natuu (LKM(POBbIE 3aIIATKH, KOTOPbIE ABTOMAaTHUECKU
YCTAQHAaBJIMBAIOTCS C LEIbI0 JOPAa0OTKM IpOrpamMMbl) U Jpyrue OOHOBIIEHUS CBOEH
onepalroHHOM cucteMbl. CkaunBail UX TOJBKO C OQUUHMANBHOrO caifta pazpaborunka OC.
Ecnu cymecTByer pexuM aBTOMATHYECKOT0 OOHOBIIEHUS, BKJIIOUH €T0;

3. Paboraili Ha cBoeM KOMIIBIOTEpE TIOJA IIpaBaMu IOJb30BaTENsd, a He
aJMUHUCTpATOpa. JTO HE  TO3BOJMT  OOJBIIMHCTBY  BPEIOHOCHBIX  IPOTpPaMM
MHCTAJJIMPOBATHCS HA TBOEM IEPCOHAIILHOM KOMIIBIOTEPE;

4. Hcnonb3yil aHTUBHPYCHBIE IPOrPAMMHBIE IPOAYKTHI U3BECTHBIX IPOU3BOIUTENEH,
C aBTOMAaTU4YEeCKUM OOHOBJICHHEM 0a3;

5. Orpanunub GU3NYECKUH TOCTYI K KOMIBIOTEPY AJIsl TOCTOPOHHUX JIUIL;

6. Vcnonb3yii BHEIIHME HOCUTENIN UH(POPMALIUK, TaKUe Kak (pierka, 1ucK min Qaiin
u3 VHTepHeTa, TOIbKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBail KOMIIbIOTEpHBIE (DAIIIbI, TOJYYEHHbIE U3 HEHAIEKHBIX UCTOYHHUKOB.
Jlaxxe Te Qailnibl, KOTOpbIE MPUCIAT TBOW 3HAKOMBIH. Jlyullle yTouHM y HETo, OTHPaBIIsI JIU OH
TeOe ux.

Ceru WI-FI

C nomorisro WI-Fi MOXHO 1mOIy4nTh OECIUIATHBI HHTEPHET-I0CTYIT B O0IIECTBEHHBIX
MecTax: Kade, OTensiX, TOProBbIX LIEHTpax M a’pomnoprax. Tak ke sBIAETCS OTIUYHOM
BO3MOXKHOCTBIO BbIxo/a B MHTepHEeT. HO MHOTHE 3KCTIEPTHI CUMTAIOT, YTO OOIIETOCTYITHBIC
WiFi cetu He SIBISIFOTCSI 0€30MACHBIMH.

CoBeTbl 0 6e30MacHOCTH PaGoThI B 001e0CTYNHBIX ceTsix Wi-fi

1. He nepenasaii cBoro auuHy0 HH(poOpMaIHio uepe3 odmenocrynusie Wi-Fi cern.
Paboras B HUX, )KenaTeabHO HE BBOAUTH ITAPOJIH JJOCTYIA, JOTHHBI U KaKHe-TO HOMEpa;

2. Ucnonb3yit u OOHOBIISI aHTUBUPYCHBIE MPOrpaMMBbl U OpaHaMaysp. Tem cambiM
ThI 00€30MacuIllb ce0s1 OT 3aKaYKH BUPYCa Ha TBOE YCTPOUCTRBO;

3. IIpu ucnonws3zoBanun Wi-Fi otkimoun ¢ynkuuio «OO6muit goctyn x ¢aiinam u
npuHTepam». JlaHHas QYHKIUS 3aKphITa M0 YMOJYAHHUIO, OJHAKO HEKOTOPHIE TOIH30BATEIN
aKTUBUPYIOT €€ JUIsl y100CTBa HCII0JIb30BaHus B paboTe win y4eoe;

4. He ucnons3yit myoauuasnid WI-FI nys nepenaun TUYHBIX TaHHBIX, HATIPUMED, JJIS
BBIX0/Ia B COIIMAJIBHBIC CETH UJIH B AJIEKTPOHHYIO MOYTY;

5. Hcmonp3yii Tonpko 3ammumennoe coenuaenue uepes HTTPS, a ne HTTP, T.e. npu
Habope BeO-anpeca BBOIU UMEHHO «https://»;

6. B wmoOwmbHOM Tenedone otkmoun GyHkuuo «[lomkimrouenue k- Wi-Fi
aBTOMaTuueckm». He nomyckaili aBTOMaTn4eckoro MoAKIIOYEHHs ycTporcTBa K ceTsim Wi-Fi
0e3 TBOEro corjacusl.

ConunanabHble ceTH

CoumanpHasg ceTb - 3TO CAaWT, KOTOPBIM MPEAOCTABISECT BO3MOKHOCTBH JIHOJAM
OCYILECTBIISATH OOIICHNE MEXTy c000i1 B uHTepHeTe. Yalre BCero B HUX s KaXKJI0T0 YeIoBeKa
BBIZICTSIETCSL CBOSI JIMYHAs CTPaHMYKa, Ha KOTOPOH OH YyKa3bIBaeT O ce0e pasIuyHylo
UH(OPMALINIO, HAYWHAS OT UMEHH, (aMUIIMU U 3aKaHYUBas TUYHBIMH oTorpadusmu. MHOrHe
II0JTb30BATEIM HE MOHMUMAIOT, YTO MH(OpManus, pa3MeIIeHHas UMH B COIMAJBbHBIX CETSIX,




MOJKET OBITh HafmeHa " UCIIOJIB30BaHA KEM YrogHO, B TOM YHUCJIC HC 00s13aTEJIEHO ¢ OaruMu
HaMCPCHUSAMMU.

OcHoBHBIE COBeThI 110 0€30I1ACHOCTH B COLMATBHBIX CETHX:

1. Orpannub crnmcok Apy3ei. Y TeOs B JIPy3bsAX HE JODKHO OBITh CIy4alHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amminai cBOIO YacTHYIO *U3Hb. He yka3biBail mapoinu, TeiaeoHsbl, aapeca, AaTy
TBOETO POXKJICHUS U IPYTYIO JIUYHYIO HHPOPMALKIO. 3MOYMBIIIICHHUKA MOTYT UCIIOIb30BaTh
nake nH(GOPMAILIMIO O TOM, KaK Thl U TBOU POJIUTEINN IUIAHUPYETE MPOBECTH KAaHUKYJIBI;

3. 3amminail CBOIO pemyTaluIo - JEpXKH €€ B YUCTOTE U 3aJaBail cede BOIpoC: XOTel
Obl Thl, YTOOBI JpyTUE IMOJB30OBATENU BUJEIHU, YTO Thl 3arpyxaemb? [logymai, npexae yem
YTO-TO OMYOJIMKOBATh, HAIUCATH U 3aTPYy3HTh;

4. Ecnu Tbl TOBOPUIIB C JTIOJbMHU, KOTOPHIX HE 3HAEIIb, HE UCIOJb3Yi CBOE peaibHOe
UMS U IPYTYIO JIMYHYIO0 HH()OPMALIUU: UMS, MECTO )KUTEIbCTBA, MECTO Y4€Obl U IPOYEE;

5. MW3zberaii pasmemnieHuss ¢otorpaduidi B HMuTepHEeTe, TIAe Thl H300pakeH Ha
MECTHOCTH, 10 KOTOPOI MOKHO OIPENEIUTh TBOE MECTOIIOJIOKEHUE;

6. Ilpu perucrpanyii B COIHAIBHONH CETH HEOOXOIMMO HCIOJIB30BATh CIIOKHBIC
Mapoju, cocTosAIMe U3 OyKB U IIUQP U C KOJIMYECTBOM 3HAKOB HE MEHee §;

7. Jlns coumanmbHOW CeTH, MOYTHI W JOPYTHX CAWTOB HEOOXOIHMMO HCIOIB30BATh
pasHble napoau. Toraa ecinu Te0s B3JIOMAIOT, TO 3J10YMbIIUIEHHUKH [TOJIy4aT AOCTYII TOJIBKO K
OJIHOMY MECTY, a HE BO BCE cpasy.

DJICKTPOHHbIE 1CHbIH

OJEKTPOHHBIE IEHBI'M — 3TO OYEHb YI00HBIN COCO0 IJIaTeKel, 0JJHAKO CYIIECTBYIOT
MOILIIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU AECHBIH.

ONEKTPOHHbIE JEHbI'M MOSBUINCH COBCEM HEIABHO M MMEHHO M3-3a 3TOT0 BO MHOTHMX
rocyapcTBax Ji0 CUX IOp He IMPONMCAHO NP0 HUX B 3aKOHAX.

B Poccun xe oHM (PYHKIMOHHPYIOT M O HHMX YyX€ IPONUCAHO B 3aKOHE, IJe HX
pa3nesAoT Ha HECKOJIBKO BMJIOB - AHOHHMMHBIE M HE aHOHUMHBIE. Pa3Huma B TOM, 4TO
AHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs MpOBOAMTH omepanuu 0e3 WASHTHU(PHUKAUU
M0JIb30BaTENs, @ B HE aHOHUMHBIX WACHTU(UKAIMY OJIb30BATENS ABISETCS 0053aTENbHOM.

Taxxe cienyer pa3inyaTh JIEKTPOHHbIE (UATHBIE JE€HBIH (PaBHbI FOCYAapCTBEHHBIM
BaJIIOTaM) U 3JIEKTPOHHBIE He(hUaTHbBIE IEHbIU (HE paBHBI TOCYJAPCTBEHHBIM BATIOTAM).

OcHoBHbBIE coBeThI 110 0e30n1acHOil padoTe ¢ 3JIEKTPOHHBIMHU IeHbIAMH

1. TlpuBsxku Kk cueTy MOOMIBHBIN TenedoH. DTO caMblii yJOOHBIN U OBICTPBIN CIIOCOO
BOCCTAaHOBUTH JOCTyn K cuery. IIpuBsizaHHBbIN TenedoH MOMOXKET, eciu 3a0yAellb CBOMN
IJIATEKHBIA TapOJIb WM 3alEIIb HA CAlT C HE3HAKOMOTO YCTPOMCTBA;

2. Hcmonbp3yii ogHOpa3oBbIe mapoiu. [Toce mepexo/ia Ha YCHIICHHYIO aBTOPH3AIIHIO
Tebe yxe He Oy/eT yrpokaTh OMacHOCTh KPayku MITH MepexBaTa IUIaTeXHOT0 Mapois;

3. Bribepu cnoxubIi maposb. [IpectymHukam OyaeT He MPOCTO yraiaTh CIOXKHBIN
napoib. HanexHele maponm — 3TO mapoisid, KOTOpBIE cOAEpXkKaT HE MEHee 8 3HAKOB U
BKJIIOYAIOT B c€0s1 CTPOUHBIE U MPONHUCHBIE OYKBBI, HU(PBI U HECKOIBKO CUMBOJIOB, TaKHE KaK
3HaK Jioju1apa, GyHTa, BOCKJINIATENbHBIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOJU CBOM JIMYHBIE JaHHBIE HA CaiiTax, KOTOPHIM HE JOBEpPSECIIb.

DJIEKTPOHHAA MOYTA

DNEKTPOHHAs 0YTa — 3TO TEXHOJIOTHUS U MPEAOCTABIISAEMBIE €10 YCIYTH IO IEPECHIIKE
U TIOJTYYEHHIO 3JIEKTPOHHBIX COOOIEHUHN, KOTOPbIE PaCHpEeeNIOTCsl B KOMIIBIOTEPHOU CETH.
OOBbIYHO ~ DNEKTPOHHBIM  TOYTOBBIM  SIIUK  BBIJSAUT — CJIEAyIOIUM  oOpasoM:
UMS_TI0JIb30BATENA(@UMs_JioMeHa. Takke KpoMe IepeAayd IMpOCTOro TEKCTa, HMeeTcs
BO3MOKHOCTb TepeiaBaTh (pauibl.

OcHoOBHBbIE COBETHI 10 0e30MacHOIl padoTe ¢ JIeKTPOHHOI MOYTOM:

1. Hano BbIOpaTh HpaBWIIBHBIM MOYTOBBINA cepBuUC. B MHTepHETE €CTh OrpOMHBIIMA
BbIOOp O€ECIUIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO Jy4YIlE JOBEPATh TEM, KOTO 3HAEIlb U KTO
IIEPBBII B PEUTHUHTE;




2. He yka3piBaii B IMUHOM Mo4Te TUYHYIO nHPopManuto. Hanmpumep, myudrie BoIOpaTh
«My3BIKaNbHBIN _(panat@» unn «pok2013» Bmecto «remal3;

3. Hcnonb3yil ABYXATANHYIO aBTOPU3aLUIO0. DTO KOTJa MOMUMO MapoJisi HY>KHO
BBOJIUTH KOJI, IpHUChLIaeMbIil 1o SMS;

4. BeiOepu ciokHbIM maposb. s KaXI0ro MOYTOBOIO SIIMKA JOJHKEH OBITh CBOM
HaJCKHBIHM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ectb BO3MOXKHOCTH HalKUCaTh CAMOMY CBOM JIMYHBINA BOMPOC, UCIOIB3YH 3Ty
BO3MO>KHOCTb;

6. Hcmonb3yil HECKOJIBKO MOYTOBBIX SIIUKOB. [IepBBIN JUIsl 9aCTHOW MEPEIUCKH C
ajzpecaTamMH, KOTOPBIM Thl JOBEpPSAEIIb. DTO AIEKTPOHHBIN aJIpec HE HA/l0 HCIIOIb30BaTh MPU
peructpanuu Ha popymax U cairax;

7. He otkpsiBaii (aiiisl U qpyrue BIOKEHUS B MHCbMaX Ja)Xe €CIIM OHU MPHIIUIA OT
TBOUX Jpy3ei. Jlydile yTouHu y HUX, OTHPABISUIH JTU OHU TeOe 3TH (aiiibr;

8. Ilocne oxoH4yaHus pabOTHI HA MOYTOBOM CEpPBUCE NEpea 3aKPHITUEM BKIAJKH C
caiiToM He 3a0y/b HaXKaTh Ha «BBIATH.

Ku0epOyJIIMHT WM BUPTYAJbHOE H3/1€BATEIbCTBO

KubepOymnuar — mpecieqoBaHue COOOMICHUSMH, COAEPIKAIIMMU OCKOPOJICHHS,
arpecculo, 3alyruBaHue; XyJIMIraHCTBO; COLUaIbHOE OOMKOTUPOBAHUE C IIOMOLIBIO Pa3InYHbIX
MHTEPHET-CEPBUCOB.

OcHoBHBIE cOBeTHI 10 00pbOe ¢ KHOepOyIJIMHIOM:

1. He Opocaiics B 60i. JIyqmuii crioco6: mocoBeToBaThCs Kak ce0st BECTH M, €CIIH HET
TOro, K KOMY MOXHO OOpaTUTbCs, TO BHadaje yCIIOKOMTbCA. EcaM Thl HauHelb OTBEYaThb
OCKOPOJICHUSIMU HAa OCKOPOJICHUS, TO TOJIBKO €1ie OOJIbINe Pa30XiKellb KOH(IUKT;

2. VYmupasnsii cBoel kubeppenyraiuei;

3. AHOHHMMHOCTH B ceTH MHHUMas. CyIIeCTBYIOT CIIOCOOBI BBISICHUTB, KTO CTOHT 3a
AQHOHUMHBIM aKKayHTOM;

4. He cTout BecTH XyJIUTraHCKHI o0pa3 BUpTyalbHOH *u3HU. IHTepHET dukcupyer
BCE TBOM JICHCTBUA U COXpaHseT UX. Y JaIUTh UX OyJeT KpailHe 3aTpyAHUTENIBHO;

5. Benu ce0st BEKINBO,

6. MUrHopupyil enuHuuHbli HeraTuB. OAHOpPa30BblE OCKOPOUTEIBHBIE COOOIEHUS
Jy4ie urHopupoBaTh. OOBIUHO arpeccus IpeKpalaeTcs Ha HauajabHOW CTaNuu;

7. ban arpeccopa. B mporpammax oOMEHa MIHOBEHHBIMH COOOIICHUSIMH, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXKHOCTb OJIOKMPOBKHM OTIIPaBKU COOOIIEHUHN C ONpeAeIeHHbIX
aJpecoB;

8. Ecmum TBI cBuperens kuOepOymmmHra. TBOM JeWCTBUS: BBICTYNIHTH TPOTHUB
npecieoBaTelis, NoKa3aTb eMy, YTO €ro JEHCTBHS OLICHHWBAIOTCS HETaTHBHO, MOJAJEpPXKaTb
KEpPTBY, KOTOPOM HYy)XHAa IICUXOJOTHMYEcKas IOMOIIb, COOOIIMTH B3pPOCIBIM O QaKTe
arpecCUBHOIO MOBEJEHUS B CETH.

MoOuabHbI Tejie)oH

CoBpemeHHBIE CMapT(GOHBI W IDIAHIIETHI COJEp)KaT B ceOe BIOJHE B3POCIHBIH
(GyHKIIMOHA, W TeMeph OHM MOTYT KOHKYPHUPOBaTh CO CTallMOHAPHBIMHU KOMITBIOTEpaMHU.
OpHaKo, CpeICTB 3aIUTHI JUTS TIOJJOOHBIX YCTPOMCTB MOKa 04eHBb Maio. TecTHpoBaHUE U TTOMCK
VSI3BUMOCTEH B HUX MPOUCXOJIUT HE TaK MHTEHCHBHO, Kak juig [1K, To xe camoe kacaercs u
MOOMJIBHBIX TPUIIOKEHHH.

CoBpeMeHHBIE MOOWIBbHBIE Opay3epbl YK€ MPaKTUYEeCKH JIOTHAJIM HACTOJbHbBIE
aHaJOTH, OJHAKO pacimupeHrue (yHKIMOHATA BIIEYET 3a COOOW OOJBIIYIO CIIOXKHOCTh H
MEHBIITYIO 3aIUIIEHHOCTb.

Jlaneko He Bce MPOM3BOAUTEH BBITYCKAIOT OOHOBJICHHUSI, 3aKPHIBAIOIINE KPUTHUUECKHE
YSI3BUMOCTH JIJISl CBOUX YCTPOMNCTB.

OcHOBHBIE COBETHI J1JIs1 0€30MACHOCTH MOOMJILHOIO Tesie()oHa:

1. Byzaw ocropoxeH, Belb KOTa TeOe mpeiararoT OecIuiaTHbI KOHTEHT, B HEM MOTYT
OBITH CKPBITHI KaKHe-TO TUIATHBIE YCIYTH;
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2. Jlymaii, mpexe yem oTnpaBuTh SMS, poto nmm Buieo. Thl TOUHO 3HACIIIB, TJI€ OHU
OyayT B KOHEUHOM UTOTE?

3. Heo0xommmo 0OHOBIATE OMEPAMOHHYIO CUCTEMY TBOETO cMapT(oHa;

4. Vcnonw3yil aHTUBUPYCHBIEC IPOTPAMMBEI JIJIsi MOOMIIHHBIX TE€JIC(POHOB;

5. He 3arpyxail TpWIOKEHUS OT HEU3BECTHOIO HMCTOYHHKA, BEAb OHHU MOTYT
COJIEpKaTh BPEIOHOCHOE MPOTPAMMHOE 00ECTICUCHHUE;

6. Ilocie TOro Kak ThI BBIIICIIb C CaliTa, TJI¢ BBOAMI JUYHYIO HHPOPMAIIUIO, 3aiI1 B
HACTpOIKu Opay3epa u ynanu cookies;

7. Tlepuonmuvecku MpoOBepsii Kakue IUIATHBIC YCIYT'H AaKTUBHUPOBAHBI Ha TBOEM
HOMeEpE;

8. JlaBaii cBOIf HOMEp MOOMIILHOTO TeJIe()OHA TOIBKO JIFOJIIM, KOTOPBIX ThI 3HACIIH U
KOMY JTOBEPSICIIb;

9. Bluetooth gomxen ObITh BBIKIIIOUEH, KOTAa Thl UM HE MoJb3yenibcs. He 3a0biBai
WHOTJIa IIPOBEPATH ITO.

DOUIMHT WIM KPaKa JUYHBIX JIAHHBIX

['maBuas nenp ¢UIMHT - BUAa VIHTEpHET-MOIIEHHUYECTBA, COCTOMT B IOJIYYEHUU
KOH(UIEHIMAIBbHBIX JJAHHBIX [10JIb30BaTEICi — JIOTMHOB U naposieid. Ha aHrnuiickoM si3bike
phishing ynTaercs kak ¢ummHr (ot fishing — pri6Has noBist, password — maposb).

OcHoBHbIE coBeThI 10 00pb0e ¢ GUIIMHIOM:

1. Cnenu 3a cBouM akkayHTOM. Ecim Thl mojo3peBaelib, YTO TBOS aHKETa ObLIa
B3JIOMaHa, TO HEOOX0IMMO 3a0JIOKUPOBATH €€ M COOOIIUTH aIMUHUCTpATOpaM pecypca 00 3ToM
KaK MOXKHO CKOpee;

2. Hcnonp3yii Oe3omacHble BeO-CaiTBl, B TOM 4HCJE, WHTEPHET-Mara3MHOB U
ITOMCKOBBIX CHCTEM;

3. Hcnonw3yii criokHBIC U pa3Hble mapoid. TakuM 00pazom, eciii Te0s B3IIOMArOT, TO
37I0YMBIIIJICHHUKH NOJYYaT JOCTYH TOJBKO K OJTHOMY TBOEMY MPO(UIIIO B CETH, @ HE KO BCEM;

4. Ecnu 1e0s B3IOMald, TO HEOOXOJUMO MPENyNpPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE 10OaBleHbl y TeOs B APY3bsX, O TOM, YTO Te€OS B3JIOMaJIU U, BO3MOXHO, OT TBOETO
MMeHU Oy/IeT pacchbuIaThCs CIaM M CChUIKM Ha (DUITMHTOBbIE CalThI;

5. YcranoBu HajexHbll napoib (PIN) Ha MoOMIbHBIN TenedoH;

6. OrtkiIroun coXpaHeHHe aposist B Opaysepe;

7. He otkpsiBaii (aiiabl U qpyrue BIOXKEHUS B MUCbMaX Ja)e €CIM OHM MPHUILLIH OT
TBOMX Jpy3ei. Jlydllle yTouHU y HUX, OTHPABIISIIN JIU OHU TeOe AT (Pailsibl.




